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Introduction/Overview 
 
Download Accelerator Plus (DAP) is an advertising-supported download manager program from 
SpeedBit.com. 
 
Note: This software review report was originally completed on January 19, 2005, after SpeedBit 
contacted Sunbelt about the targeting of Download Accelerator Plus (DAP) by CounterSpy 1.0. The 
primary version of DAP tested and reviewed was version 7.4. In January 2006, SpeedBit again contacted 
Sunbelt Software about the targeting of DAP within CounterSpy 1.5. In response to this latest request for 
review by SpeedBit, the Sunbelt research team has reexamined DAP and issued a revised software review 
report. The version of DAP tested for this latest review is version 7.5. 
 
 

Distribution & Installation 
 
Download sources & methods 
 
To install DAP, users must either visit the DAP home page (http://www.speedbit.com/) or a 
major download site such as CNET's Download.com, where they can download and run a 
traditional setup executable. DAP is not bundled with any other "freeware" programs such as 
KaZaA or Grokster, nor is it installed via automated "drive-by-downloads" at third-party web 
sites. 
 
Notice & disclosure 
 
Neither the DAP web site nor the DAP installation process provide adequate notice to users of 
the advertising-supported nature of the program or the potentially objectionable data collection 
and transmission practices. These installation and privacy practices are disclosed only in the End 
User License Agreement (EULA) and Privacy Policy, which are long, dense documents that few 
users are likely to read or even be able to make much sense of. Formerly at.. 
 

http://www.speedbit.com/Dap7/Legal/ DAPLICENSEANDPRIVACY.ASP 
 
…the EULA and Privacy Policy are now located at: 
 

http://www.speedbit.com/Legal/DAPLICENSEANDPRIVACY.ASP 
 
The DAP web site does not prominently warn users of the advertising-supported nature of the 
software, either on the main home page (http://www.speedbit.com/), the FAQ page 
(http://www.speedbit.com/FAQ.asp), or the "Spyware Free" page (http://www.speedbit.com/ 
SFree.asp). While there are links to the EULA and Privacy Policy on the vendor's web pages, 
they are small and discretely placed towards the bottom of web pages and not likely to be 
noticed, given the placement and font size. Indeed, as users can quickly download the setup 
executable directly from the main home page, it is very possible that users might not ever look 
more closely at other parts of the vendor's web site. 
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Of still more concern are the prominent claims on the front page of the DAP web site that the 
product is "spyware free" and contains "no advertisements." 
 

 
Figure 1: DAP home page (selection) - Jan. 2006 
 

While the DAP Premium version promoted on the home page does indeed display no 
advertising, the ambiguous arrangement of text and graphics could very well lead users to 
believe that the statement "No advertisements!" applies to both the DAP Premium and DAP Free 
versions -- certainly there is nothing on the DAP home page to discourage that understanding. 
Even the program screenshot offered is of the ad-free Premium version, though it is not so 
labeled and users could mistake it for a screenshot of the Free DAP. 
 
Still further, the prominent "Spyware Free" logo, which resembles a seal of some sort, is also 
potentially misleading, as the term "spyware" has become a very broad term that in everyday 
usage among users encompasses all manner advertising-supported software, not just software 
that surreptitiously collects  and transmits personally identifiable information (PII). When users 
see a "Spyware Free" logo or seal, they expect that such a logo or seal indicates that the program 
is free of advertising and all manner of potentially objectionable data collection and 
transmission. In the case of DAP Free, however, such expectations are not borne out. 
 
The DAP installation process does display the EULA and Privacy Policy and ask the user to 
click through those boxes to continue the installation, but the key terms related to the 
advertising-supported nature of the software are buried far down in those documents, which are 
collectively over 6200 words in length in their latest versions, ensur ing that few users are likely 
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to notice those terms. The installation process does not otherwise mention the advertising-
supported nature of the software or prominently disclose the software's privacy practices. 
 

 
Figure 2: DAP EULA & Privacy Policy - Jan. 2006 

 
Moreover, the joint Privacy Policy and EULA document displayed in version 7.5 of DAP leads 
off with bulleted "highlights" of the document (which are hyperlinked in the online version of 
the document). All of the prominent "highlights" are designed to allay users' concerns about the 
product, not disclose potentially objectionable terms related to the product's advertising. 
 
As noted earlier, the vendor does prominently display an official- looking "Spyware Free" logo 
on its home page (see Figure 1 above). Clicking that logo takes visitors to an elaborate page 
proclaiming the "spyware free" nature of the software (http://www.speedbit.com/sfree.asp).  
 

 
Figure 3: Spyware Free web page - Jan. 2006 
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The latest version of this web page even includes Sunbelt CounterSpy itself among the anti-
spyware applications that "do not include DAP on their detection list." Similar "spyware free" 
claims are made in the web page that opens at the close of installation (http://www.speedbit.com/ 
FinishInstall.asp?V=7.5.1.6) as well as in the dialog box that pops up when users attempt to 
uninstall the software. 
 
What is disturbing is that the vendor expends more effort and space to extolling the "spyware 
free" nature of its software rather than it does to clearly and conspicuously disclosing the 
advertising and data practices of its software. This emphasis on publicity over concrete 
information is arguably deceptive, as users could see that "spyware free" logo and web page and 
interpret them to mean that software contains no advertising and engages in no objectionable 
data practices, which is simply not true.  
 
 

Advertising 
 
The DAP program does display advertising in a window pane within the main application 
window. It does not install advertising software that operates independently of the DAP 
software, so when the user closes the DAP program, the advertising disappears as well. 
 

 
Figure 4: DAP advertising window - Jan. 2006 
 
The advertising is disclosed in the joint EULA and Privacy Policy, but the key clause is buried 
over half-way through that lengthy document and is given prominent mention during installation 
or on the product's home page. The EULA for DAP 7.4 (tested Jan. 2005) read: 
 

Advertisements 
During the use of the Product, Services and/or Add-Ons, you may be shown advertising, 
marketing offers, and other promotional information, made available by SpeedBit or by third 
parties. ... SpeedBit may use an embedded Internet Explorer web browser control, email or 
any other methods to show advertisements. You hereby acknowledge and agree to SpeedBit's 
advertising practices as described hereunder. 

 
The EULA for version 7.5 (tested Jan. 2006) reads: 
 

During the use of the Product, Services and/or Add-Ons, you may be shown advertising, marketing 
offers, and other promotional information, made available by SpeedBit or by third parties.... 
Advertisements are shown by using your Internet connection. 

 
DAP does offer an advertising-free "Premium" version of its software and service for a fee. 
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System Reconfiguration 
 
When installed, DAP does make several changes to the system, none malicious or troublesome. 
During installation users can opt to install and enable the DAP toolbar. They can also opt to 
configure DAP to start with Windows. Users of the "Premium" version can enable an "Advanced 
triggering feature" that installs a Browser Helper Object (BHO), but this feature is not available 
in the Free version. Finally, it should be noted that none of the advertising displayed by DAP is 
opened outside of the context of the application itself -- all ads are confined to the application's 
own window. 
 
 

Data Collection, Transmission, & Sharing 
 
SpeedBit does collect information from and about users during their installation and use of the 
software, and these data practices are not clearly and conspicuously disclosed outside of the 
EULA and Privacy Policy. 
 
Personally Identifiable Information (PII) 
 
In its original complaint to Sunbelt (Jan. 2005), SpeedBit claimed that DAP does not 
surreptitiously collect or force users to provide personally identifiable information: 
 

3. Personal information is provided (if any) on a voluntary basis, by DAP users. There is no 
other personally identifiable information being collected or sent by DAP. 

 
Similarly, in its Privacy Policy, SpeedBit claims that users provide personally identifiable 
information only on a voluntary basis:. From the DAP 7.4 Privacy Policy: 
 

SpeedBit may ask you to voluntarily provide contact details and other personally identifiable 
information (such as username, email address, country and zip-code), and demographic 
information (like age, occupation or gender). Such personally identifiable information may be 
submitted by you voluntarily, either through forms which you have to fill-in, or through 
forms that are automatically filled-in by the product or services, which you can further 
correct, modify or delete before you choose to submit. 

 
A similar, though lengthier clause exists in the latest Privacy Policy used with DAP 7.5: 
 

When you register and/or use SpeedBit's Products, Services and/or web sites, you may choose, 
voluntarily, to provide personally identifiable information about you. Your personally identifiable 
information may include registration-related information (such as name, addresses, e-mail addresses, 
birth date or gender) submitted during the registration, update and un-installation of the Products 
and/or Services, along with the details of the Products and/or Services; and transaction-related 
information (such as credit card or other preferred means of payment, a history of Products and 
Services purchased through SpeedBit, your billing and shipping information, or customer service 
information about you as a SpeedBit user or subscriber) hereunder Transaction-Related Information. 
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Personally Identifiable information may be submitted by you voluntarily, either through forms which 
you have to fill in, or through forms that are automatically filled-in by the products or services, which 
you can further correct, modify or delete before you choose to submit. 
 
In addition, non personally identifiable information may be provided by you or may be generated by 
your mere use of SpeedBit Products and Services, such non personally identifiable information may 
include usage information specifically related to the use of a particular feature or offering on 
SpeedBit Products and/or Services, visits to SpeedBit Web sites and pages, and responses to the 
offerings and advertisements presented on SpeedBit Products and/or Services and/or web sites and 
pages and/or email communication. 

 
In fact, these claims are extremely problematic. DAP strongly pressures users to provide 
personally identifiable information during the installation of DAP. In the "Get Registration" box 
presented to users during installation of DAP 7.4, users were told: 
 

Please enter the name and company of the registered owner of 
Download Accelerator Plus into the fields below. All fields must be 
filled in to proceed. (This registration is FREE) 

 
During installation of the latest DAP version 7.5, users are told: 
 

Registration is required to become a DAP user, please enter your details 
below. 

 

 
Figure 5: Registration box - Jan. 2006 
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That dialog box has fields for "Email," "Name," "Age," and "Interests." Although it is possible 
for users to supply erroneous information to protect their privacy and proceed with the 
installation, the dialog box goes out of its way to induce users to supply accurate information, 
and many users will likely do so, thinking that such information is required to use the software. 
Given that that the box describes the information as required ("All fields must be filled in to 
proceed" or "Registration is required..."), SpeedBit's claim that users voluntarily supply this 
personally identifiable information is, at the very least, tortured and could arguably be described 
as simply false. 
 
The Privacy Policy for DAP 7.4 was not entirely clear on how this personally identifiable 
information is used, claiming only that "information" collected (both PII and non-PII) was 
employed...  
 

to enable  the development and improvement of products and services, for providing greater consumer 
experience (by relevant offerings ), for the operation of some of the functionalities of the Product and 
Services and for the ability to send you targeted promotional materials  of SpeedBit or any of its 
business partners... [emphasis added] 

 
The DAP 7.5 Privacy Policy is somewhat more expansive and forthcoming on this issue, 
claiming that the "information" is employed... 
 

to operate and improve the features, offerings and content presented to you by SpeedBit; to streamline 
the use of SpeedBit Products and Services on your computer, to personalize the content and 
advertisements provided to you; to fulfill your requests for products, programs, and services; to 
communicate with you and respond to your inquiries; to conduct research about your use of the 
Products, Services and/or web sites, offerings and advertisements presented on SpeedBit Products, 
Services, email communication, web sites and pages.; and to help offer you other products, programs, 
or services that may be of interest. [emphasis added] 

 
Note that the revised clause in the DAP 7.5 Privacy Policy makes it clear that collected 
information will be used to target or "personalize" the advertising served within DAP's ad 
window. 
 
SpeedBit did claim in its Privacy Policy for DAP 7.4 that personally identifiable information was 
not shared with third-parties: 
 

Your personal identifiable information will NOT be shared with others. SpeedBit may share 
demographic information with its business partners (for the above mentioned purposes), 
provided that if publish and /or shared it will be only on an aggregated basis, which is not 
personally identifiable. 

 
The latest Privacy Policy for DAP 7.5 contains similar language: 
 

Any personally identifiable information of yours will not be shared with third parties unless you have 
consented to the sharing of this information. SpeedBit may use your information to present offers to 
you on behalf of business partners and advertisers. These business partners and advertisers may 
receive aggregate data about various groups of SpeedBit users, but do not receive information that 
personally identifies you. 
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The Pest Patrol research site makes the disturbing claim that this personally identifiable is 
somehow connected with the user's use of the DAP program to download files from the internet 
(http://www3.ca.com/securityadvisor/pest/Pest.aspx?id=58413): 
 

Once installed, during every download, the personal information you provided is transferred 
to SpeedBit. This is true whether you use DAP or Internet Explorer for the task. Some of this 
information is stored in the registry, and includes your name, age, sex, e-mail, company, 
profession, interests, and what you are retrieving, as may be seen in the traffic capture below. 

 
Pest Patrol supports this claim with a screenshot of captured network data traffic. 
 
Non-Personally Identifiable/Anonymous Information 
 
SpeedBit noted in its Privacy Policy for DAP 7.4 that it gathered non-personally identifiable 
information -- including data about users' use of DAP -- and shared this information with third-
parties for the purposes of advertising and marketing: 
 

SpeedBit may gather non personally identifiable information such as: usage pattern, 
registration parameters, system configuration, IP address and other network information 
submitted, by you, the Product, and/or through the Service. SpeedBit its partners, affiliates or 
other third parties may use this, non personally identifiable information submitted by you 
and/or the Product and/or through the Service, or information related to, for the purpose of 
providing the Services, providing targeted advertising, offerings, marketing, and for the 
development and improvement of products and services, provided that if published and/or 
shared with others, it will be done in aggregated form which is not personally identifiable. 
[emphasis added] 

 
The DAP 7.5 Privacy Policy contains an expanded and revised version of the same clause: 
 

In addition, non personally identifiable information may be provided by you or may be generated by 
your mere use of SpeedBit Products and Services, such non personally identifiable information may 
include usage information specifically related to the use of a particular feature or offering on 
SpeedBit Products  and/or Services, visits to SpeedBit Web sites and pages, and responses to the 
offerings and advertisements presented on SpeedBit Products and/or Services and/or web sites 
and pages and/or email communication. 
 
The non personally identifiable information may also include information that is generated as part of 
the standard internet communication protocol and other technical information that may include: the 
type of browser (e.g., Internet Explorer, Firefox), the type of operating system (e.g., Windows XP or 
Mac OS); Internet protocol addresses; information related to your computer system configuration, 
other information about geographic location and the domain name of Internet service providers from 
which SpeedBit Products, Services and/or web sites are accessed and used. [emphasis added] 

 
Note that both Privacy Policies admit that information is collected about users' usage of product 
features and interaction with advertising served within the DAP ad window. 
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It is not clear whether this anonymous data is ever connected with the personally identifiable 
information collected from users during installation, though Pest Patrol's research seems to 
indicate that it is. Moreover, SpeedBit itself claims in its Privacy Policy for DAP 7.5 that 
anonymous information will be given the same level of protection as PII if such anonymous data 
is ever connected or associated with PII: 
 

[T]o the extent that the above non personally identifiable information or any other unique information 
(which by itself is not Personally Identifiable Information) such as, but not necessarily limited to, a 
personal profile, unique identifier, biometric information, and/or IP address, is associated with 
Personally Identifiable Information, then such non personally identifiable information or unique 
information also will be considered Personally Identifiable Information. Personally Identifiable 
Information does not include information that is collected anonymously (i.e., without identification of 
the individual user) or demographic information not connected to an identified individual. 

 
The Privacy Policy does contain an "opt out" provision, but only for users to discontinue 
receiving promotions and offers via email. 
 
Summary 
 
At the head of its latest Privacy Policy for DAP 7.5, SpeedBit makes a number of strong claims 
for the privacy protective nature of its software: 
 
§ Our products and services are 100% Spyware free  
§ We do NOT track your online activities or browsing habits  
§ We do NOT collect information about your personal downloads  
§ You decide, if and when, to provide us with personal information about yourself  
§ The personal information you choose to provide us will not be shared with others. 

 
While it is certainly true that DAP does not track users' general online activities outside of their 
use of DAP, as many adware programs that serve targeted pop-up advertising do, these claims do 
risk giving users the mistaken impression that DAP performs absolutely no potentially 
objectionable collection of data. In fact, as we noted earlier, DAP does collect and transmit data 
about users' usage of the application itself as well as the advertising served within the DAP ad 
window, and the collected information can be used to target advertising. Moreover, the claim 
that PII is only ever provided on a voluntary basis by the user is extremely problematic, given the 
unambiguous, mandatory language that is used in the DAP registration screen. 
 
 

Uninstallation 
 
DAP does provide users an easy means for uninstalling the software through an entry in the 
Add/Remove Programs Control Panel applet. When the user clicks the Remove button, however, 
the uninstallation program first presents a window attempting to talk the user out of the 
uninstallation (see Figure 6 below).  
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Figure 6: DAP uninstall nag - Jan. 2006 

 
As noted earlier, this uninstallation screen contains still more claims that the software is 
"spyware free." The DAP software does, for the most part, uninstall cleanly, leaving behind no 
significant files or Registry keys. 
 
 

Malware 
 
Download Accelerator Plus is not malware itself, does not install malware, and is not known to 
be installed by malware. 
 
 

Notice, Disclosure, Choice & Consent 
 
As discussed above in the "Distribution & Installation" section, SpeedBit simply fails to 
disclosure in any adequate, proper way the potentially objectionable behavior and features of the 
"free" version of its DAP software. All mention of advertising is buried in the conjoined EULA 
and Privacy Policy, and the DAP web site goes out of its way to tout its software as free of both 
"advertisements" and "spyware." Given these poor notice and disclosure practices, it is entirely 
possible that users could install DAP without being aware that the product is advertising 
supported.  
 
Even after they encounter the advertising served within the DAP ad window, they might still 
remain unaware of the potentially objectionable data collection practices going on behind the 
scenes, given that these data collection practices are mentioned only deep in the Privacy Policy.  
 



Sunbelt Software: Download Accelerator Plus (Software Review) 11 

Still worse, these users might have been induced to supply personally identifiable information 
during installation, thinking it was necessary to use the software. 
 
Taken together, these installation and notice/disclosure practices are, at the very least, misleading 
if not arguably deceptive in nature, making it a dubious proposition that DAP Free users actually 
consent to the installation of the software with full awareness of all of that program's potentially 
objectionable features and practices. 
 
 

Sunbelt's Listing Criteria 
 
DAP has not substantially changed in its functionality or behavior since version 7.4 (tested in 
Jan. 2005) was replaced with version 7.5 (tested in January 2006). Thus, we will treat both 
versions the same and simply refer to the software as DAP. 
 
When DAP was originally reviewed in January 2005, the program was classified by Sunbelt as 
"Potential Privacy Risk." The Sunbelt Research site defines "Potential Privacy Risk" thusly 
(http://research.sunbelt-software.com/threat_library_list.cfm?category=Potent ial%20Privacy 
%20Risk): 
 

Many applications that fit into this category offer highly valuable services, or tools to their 
customers free, using marketing data collection as a way to finance the development and 
support of the software. While not typically considered a high-risk, we recommend closely 
examining the policies of the company, and the End User Licensing Agreement (EULA) to 
make a decision before ignoring, or quarantining this software. 

 
Given the software characteristics described earlier in this write-up, DAP clearly meets Sunbelt's 
definition of "Potential Privacy Risk." 
 
Since that original review DAP has been re-classified as "Low risk adware," which is defined as 
(http://research.sunbelt-software.com/threat_library_list.cfm?category=Low%20Risk%20 
Adware): 
 

... an adware application that is designed to potential show advertisements via pop-ups. However, this 
type of adware program is installed with the user's knowledge and conforms to the programs EULA 
which is usually presented to the user prior to download and during installation. A low risk adware 
program will not transmit personal or identifiable information. 

 
While the reference to pop-up advertising clearly does not fit this application, the rest of the 
description arguably does. It should be noted that Sunbelt is in the process of revising its genre 
descriptions, and the "Low risk adware" description will be re-written to fit the applications in 
this category more closely. 
 
More importantly, however, DAP clearly trips a number of Sunbelt's Listing Criteria (http:// 
research.sunbelt-software.com/listing_criteria.cfm): 
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Distribution & Installation 
§ installs on users' PCs after providing only substandard, inadequate notice and disclosure, and thus 

failing to secure users' full, meaningful, and informed consent 
 
Advertising  
§ embeds third-party advertising banners or messages within itself or other programs or within 

elements of the operating system itself without first providing sufficient notice and choice to users 
and securing their full, meaningful, and informed consent, or without offering users a means for 
permanently removing or opting out of the advertising short of purchasing a "pro" version of the 
product and/or incurring a fee. 

 
Data Collection, Transmission, & Sharing 
§ collects and transmits Personally Identifiable Information from users under false, unfair, deceptive, 

misleading, or coercive pretenses or circumstances 
§ collects and transmits data regarding user's internet connection, viewing, and communication habits 

and behavior for the purposes of advertising and marketing without first providing sufficient notice 
and choice to users and without securing their full, meaningful, and informed consent 

 
Uninstallation 
§ uses an uninstaller that badgers, coerces, or tricks the user into refusing or canceling the 

uninstallation 
 
Notice, Disclosure, Choice, & Consent 
§ discloses key terms related to advertising, system reconfiguration, and data collection / transmission 

practices only in an End User License Agreement (EULA) or Privacy Policy or in locations and 
documents that users are not likely to read during the installation of the software 
§ provides or uses false, deceptive, or misleading information about key license terms, software 

functionality, or the identity of Company or Entity responsible for the software in Privacy Policy, 
EULA, pop-up windows, browser windows, dialog boxes, or any other document that might be 
viewed by users during installation 

 
 

Recommendations 
 
Given DAP's completely inadequate disclosure of the advertising displayed within the main 
application window as well as the invasive privacy practices of the software, it is entirely 
possible that users could download and install DAP without being aware of these key 
characteristics of the software. Indeed, it appears that DAP not only seeks to hide this critical 
information as much as possible from users while providing only the bare minimum amount of 
disclosure legally necessary, but arguably attempts to give the false impression that it is not 
advertising-supported software through its elaborate "spyware free" logo and other claims on its 
web page. This poor level of notice and disclosure is simply inadequate to providing users with 
the meaningful notice and disclosure necessary to allow them to make a truly informed choice 
about whether to install the software.  
 
In light of these poor notice and disclosure practices, Sunbelt is completely justified in 
continuing to offer DAP as a detection to its users. The question becomes, though, how that 
detection ought to be offered and presented to users. 
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Original Recommendations 
 
When DAP was originally reviewed and the first version of this report written, the Sunbelt 
research team offered the following recommendations: 
 

1. Scan results: Recommended Action 
 
In the short term, Sunbelt ought to change the "Recommended Action" in the scan results 
screen from "Quarantine" to "Ignore," thus forcing users to affirmatively elect to remove the 
DAP software. A recommendation to "Ignore" would better comport with Sunbelt's definition 
and description of "Potential Privacy Risk." 
 
DAP is unlikely to regard this to be a satisfactory response, as the program will still be 
detected by default by CounterSpy. Nonetheless, a "Recommended Action" of "Ignore" 
allows Sunbelt to notify its customers of the existence on their systems of a program whose 
characteristics they may not be fully aware of, while still requiring those users to 
affirmatively elect to remove that program from their systems. Such an outcome seems to be 
the entire point of flagging "Potential Privacy Risks" in the first place. 
 
2. Pre-populated white list 
 
A better long-term solution is to move DAP (and other programs that resemble it) to a pre-
populated "white list," which would require users to affirmatively elect to detect and remove 
the software. 
 
3. Research web page 
 
The page devoted to DAP on Sunbelt's Research web site (http://research.sunbelt-
software.com/ threat_display.cfm?name=Download%20Accelerator%20Plus) ought to be 
updated to reflect the latest information about DAP. In particular, the "CounterSpy removes 
Download Accelerator Plus" line ought to more clearly indicate what CounterSpy does with 
DAP, as the number 1 is not likely to be meaningful to most users. 

 
In the months following that original report, all of the above recommendations were 
implemented in some form, though their implementation was not fully realized until the release 
of CounterSpy 1.5 in the fall of 2005.  
 
Implementation of the Original Recommendations 
 
Immediately after the original review and report, DAP was temporarily de- listed within the 
CounterSpy detections database. At that time Sunbelt intended to re- list DAP as a "Low risk 
adware" program with a default action of "Ignore" once CounterSpy itself gained the ability to 
let users opt out of the detection of "Low risk" programs in general. 
 
In anticipation of the impending release of CounterSpy 1.5, Sunbelt re- listed DAP within its 
detections database in August 2005. It was classified as "Low risk adware" with a default action 
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of "Ignore," meaning that users could remove the application if they wanted to but that they 
would be forced to change the action in CounterSpy's scan results screen from "Ignore" to  
"Remove" or "Quarantine." The textual description and advice 
provided for DAP was also revised to better fit the product 
itself. 
 
In November 2005, Sunbelt released version 1.5 of 
CounterSpy, which added an important new feature: a check 
box in "Scan Options" for users to opt out of the detection of 
"low risk" programs that they might have voluntarily installed 
and thus desire to keep (see Figure 7 to the right). 
 
The "Low Risk Programs" checkbox effectively created the 
"white list" recommended in the original report on DAP in 
January 2005. 
 

 
Figure 7: CounterSpy 1.5  

              Scan Options 
 
At present CounterSpy users who elect to detect "low risk programs" are still presented with a 
default action of "Ignore," forcing them to affirmatively elect to remove DAP when that program 
is detected: 
 

 
Figure 8: CounterSpy scan results 
 
Current Recommendations 
 
Sunbelt's research team is satisfied that the current "low risk" classification and default action of 
"Ignore," coupled with the "Low Risk Programs" checkbox, provide users who want to keep 
DAP more than ample opportunity to avoid removing the program. Still further, these 
precautions allow Sunbelt to continue to alert users to the presence and functionality of a 
program that they might not have fully understood when they installed it. Finally, this 
classification ensures that Sunbelt handles DAP in a manner consistent with other similar "low 
risk" products 
 
In its latest email to Sunbelt, SpeedBit argued that Sunbelt ought to classify DAP in a way 
similar to other anti-malware vendors: 
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Kindly be advised that DAP operation and advertising conduct has been examined, reviewed and 
trusted by the leading vendors, among them: Symantec/Norton Anti-Virus, Microsoft Anti Spyware, 
Adaware, Computer Associates, Spyware Doctor, McAfee and many more, and it enjoys an industry 
wide recognition as a legitimate product that poses no risk to its users (see: 
http://www.speedbit.com/SFree.asp). 

 
Sunbelt's Listing Criteria clearly and unambiguously establish the independence of Sunbelt's own 
software review process (http://research.sunbelt-software.com/listing_criteria.cfm): 
 

Although Sunbelt Software does consult and review the opinions and judgments of respected industry 
experts and leaders regarding the software it considers for detection by CounterSpy, Sunbelt is not 
obligated to agree with those other viewpoints, nor is Sunbelt obligated to recognize and respect 
third-party seals, logos, certifications, or classifications of any kind. As Sunbelt's primary obligation 
is to its own customers, Sunbelt is bound to make its own independent decisions about software 
detected by CounterSpy. 

 
Thus, Sunbelt's research team recommends that Sunbelt continue to offer DAP as an optional 
"low risk adware" detection with a default action of "Ignore." The Sunbelt research team does 
recommend that Sunbelt review the description provided in Sunbelt's database for DAP and 
revise the more general description for "Low risk adware" to better fit the programs such as DAP 
that fall in that category of detections. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
------------------ 
Eric L. Howes 
Jan. 19, 2005, 
Jan. 26, 2006 
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